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“We’re worried — at the FBI and with 
our partners — about a wider range of 
threat actors, from multi-national cyber 
syndicates and insider threats to 
hacktivists and we’re concerned about a 
wider gamut of methods, from botnets 
to ransomware, from spearfishing and 
business e-mail compromise, to illicit 
cryptomining and APTs.”

FBI Director Chris Wray





Risks
 Risk from infrastructure

 Danger from partners

 The potential costs of security breaches

 Specific IT security regulations

 How institutions comply with regulations 
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Threats

• Website Defacing
• DDOS
• Destruction of Service (DeOS)
• Phishing
• Ransomware
• Unauthorized Disclosure
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Website Defacement
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Distributed Denial of Service – (DDOS)
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Phishing
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Ransomware
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Ransomware Reactions
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Identity Crimes
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Business E-mail Compromise
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Limited Response

• IT staff training
• End-user training
• Encouraging staff to 

change passwords
• Back-up and offsite 

storage
• Real-time monitoring
• Increasing use of 

encryption  

• Purchasing cyber 
security products and 
services

• Securing vendors
• Outside cyber audits
• Implementing a Cyber 

Security plan
• Two-factor 

authentication
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Network Security

• Anti-virus on all clients and servers
• Centralized and automated patch 

management
• Controlling what can be installed and from 

what sources.
• Lock down wireless networks
• Content Filtering
• Having an Acceptable Use Policy signed by all 

staff.
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Quick Wins

• Ensure software is patched and up to date

• Implement modern password policies

• Educate staff about e-mail links and file 
downloads
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Passwords
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Internet Crime Complaint Center
www.IC3.gov
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InfraGard

• Partnership between the FBI and the private 
sector. 

• Businesses, academia, state and local law 
enforcement agencies, and other participants

• Sharing information and intelligence to 
protect critical infrastructure.  
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FBI Houston
Michael S. Morgan

Private Sector Coordinator
1 Justice Park Drive

Houston, Texas
MSMorgan@FBI.GOV
713-936-7734 (Desk)
281-380-8793 (Cell)
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